MpunoxeHne N 2
MHPOPMALIMOHHASA NAMATKA

Ond obY4YAKOLWUXCA OnA PASMELLEHUA

HA OPULUATIbHbIX MHTEPHET-PECYPCAX
C KaxgblM rogomM MOMoAEXN B UHTEPHETE CTAaHOBUTLCS BonblLUe, a LUKOMNbHUKN O4HU U3
caMblIX aKTMBHbIX Norib3oBatenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOIO KOnn4ecTsa
BO3MOXXHOCTEN, UHTEPHET HeceT M npobnembl. ATa namaTka [OSMKHA NomModb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbln ~ BUPYC -  3TO  PasHOBUAHOCTb  KOMMbKOTEPHLIX  MpOrpamm,
OTNIMYUTENBHOM OCOBEHHOCTBIO KOTOPOM SBNSAETCA CMOCOBHOCTb K pasmMHOXeHuto. B
[OMOMHEHWEe K 3TOMY, BMPYCbl MOryT MOBPEaUTb WIM MOSIHOCTBIO YHUYTOXWUTb BCe
Gannbl M OaHHble, NOOKOHTPOSIbHbIE MOMb30BATEN0, OT MMEHW KOTOpOro 6Obina
3anyleHa 3apaxeHHas rnporpaMmma, a Takke MoBpeauTb WM Jaxe YHUYTOXUTb
ONepaunoHHY0 CUCTEMY CO BCeMU dpavnamu B uenoM. B GonbluMHCTBE criyyaes
pacnpoCTPaHATCA BUPYCbl YEpPe3 MHTEPHET.

MeToabl 3aLmMTbl OT BPE4OHOCHbIX MPOrpamMm:

1. Vicnonb3yi coBpeMeHHble onepaunoHHbIe CUCTEMbBI, UMEKOLLME CEPLE3HbBIN YPOBEHb
3alWnTbl OT BPEOOHOCHbIX NPOrpamMm;

2. lMNocTosiHHO ycTaHaBnvBan nadTn (UMcpoBble 3annaTkyi, KOTopble aBTOMaTUYeCKU
yCTaHaBNMBaKTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMEHUS CBOEN
ornepaumoHHon cuctembl. CkadmBam MX TOSMbKO C odouumManbHOro canta paspaboTymka
OC. Ecnu cyliecTByeT pexnum aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYN ErO;

3. Pabotam Ha cBoeM KoMMbkTepe o4 npaBamMu MOfb3oBaTens, a He
agMuHUcTpaTopa. O3TO He no3BONUT  OOMbLUMHCTBY BPEAOHOCHBIX  MpOrpamm
WMHCTannMpoBaTbCs Ha TBOEM MNepCOHarlbHOM KOMIMbIOTEPE;

4. Nlcnonb3yn aHTUBUPYCHbIE NPOrpamMMHble MPOAYKTbl U3BECTHLIX Npou3BoauTenen, ¢
aBTOMaTu4yecknum obHoBneHnem 6as;

5. OrpaHunyb om3nyeckmii 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX ML,

6. Micnonb3ymn BHELLHWE HOCUTENN MHAOPMaLMK, Takme Kak doreLuka, ANCK unu gann ns
WHTEPHETA, TOSbKO 13 NPOBEPEHHBIX MCTOYHUKOB;

7. He OTKpblBan KOMMNbIOTEPHbIE hainbl, MOSyYEHHbIE U3 HEHAAEXHbIX UCTOYHMKOB.
[axe Te drannbl, KOTOpblE NpUcNan TBOM 3HAKOMbIW. Jlyylle yTOYHW Yy HEro, oTnpasnasn
nn oH Tebe unx.

Cetn WI-FI

Wi-Fi - aTO He BMA nepefayn OaHHbIX, HE TEXHOMOIMSA, a BCero nuwb 6peHn, Mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHusa 3apernctpuposana 6peng "WECA", uto
obo3Havano cnosocoyeTaHme “"Wireless Fidelity", koTopbii nepeBoguTCcs Kak
"BecnpoBogHast TOMHOCTbL".

[o Hawero BpemMeHu fowna gpyras abbpeBuatypa, KoTopasd SBNAETCA TakoOW e
TexHonorven. 310 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbIIO AAaHO C HAMEKOM Ha
cTaHdapT Bbiclien 3BykoBouW TexHuku Hi-Fi, 4To B nepeBoge o3HavaeT "BbiCOKas
TOYHOCTbL".

[a, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, oTensx n asponoprax ABNAeTCs OTANYHOMN
BO3MOXHOCTbIO BbIXo4a B WHTepHeT. Ho MHorme akcnepTbl CYMTAKOT, 4TO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMMA.

CoBeTbl No 6e3onacHocTn paboTbl B 06wenoctynHbix ceTax Wi-fi:
1. He nepepaBan cBOw nUYHy0 uHGopmauuio yepes obuwenoctynHole Wi-Fi cetn.
PaboTtas B HuX, xenaTtenbHO He BBOAUTb NAapoSiM A0CTyNa, JIOrMHbI U Kakue-To HOMepa,;



2. Vicnonb3yn n o6HOBNS aHTMBUPYCHbIE NporpamMmmbl U GpaHgmayep. TeMm cambiM Tbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;

3. MNpu wncnonb3doBaHun Wi-Fi oTknioum dyHkumio "O6wmi goctyn K dannam u
npuHtepam". [aHHas QYyHKUMS 3akpbiTa MO YMOSMYaHUKD, OAHAKO HeKoTopble
nonb3oBaTeENN aKTUBMPYIOT ee Anga yaobceTea ncnonb3oBaHus B paboTe unm yyebe;

4. He wncnonb3yn nyonuudbin WI-FI ona nepegaym nNUYHbIX AaHHbIX, Hanpumep 4ns
BbIX04a B coumnarnbHble CETU UIU B 3NIEKTPOHHYIO MOYTY;

5. Mcnonb3yi TonbKo 3alumilieHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoAM MMeHHO "https://";

6. B wmobunbHoM TenecoHe oTkAuM  yHkumMo - "TogkntodeHne k- Wi-Fi
aBTOMaTu4eckun". He gonyckam aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBOero cornacus.

CoumnanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAST B Hally XW3Hb, MHOrMe ntogn paboTtarT u XueyT
TaM MNOCTOSAHHO, a B Facebook yxe 3apernctpupoBaH Munnuapg 4YernoBek, 4TO
ABMSETCA OOHOM CcebMOW BCeX XuTenen nnaHeTtbl. MHorve nonb3oBaTtenun He
NOHMMAIOT, YTO MHGOPMaUMs, pasMeLleHHass UMM B COLUMarnbHbIX CETAX, MOXET ObITb
HangeHa W UCNonb3oBaHa KeM YrogHo, B TOM 4ucrie He obdAsatenbHo ¢ 6narumm
HaMepeHNaMN.

OcHoBHble coBeTbl N0 6e30NacHOCTN B coLMarnbHbIX CETAX:

1. OrpaHuyb cnucok apysen. Y Tebs B Opy3bsiX He [OOIMKHO ObiTb CrnyyamHbIX U
HEe3HaKOMbIX JTIOOEWN;

2. 3awmuian cBOK YacTHYH XM3Hb. He ykasbiBan naponuv, TenedoHbl, agpeca, aaty
TBOErO POXAEHUA W OPYry JUYHYIO UMHAOPMaUUo.  3rOYMbIWMEHHUKA  MOTYyT
Mcnonb3oBaTbh Aaxe WHOPMaUMI O TOM, Kak Tbl U TBOM poauTEnu nnaHupyete
NPOBECTU KaHUKYNbI;

3. 3awuwan ceow penytauuio - AepXn ee B YACTOTe U 3agaBan cebe Bonpoc: xoten
Obl Tbl, YTOObLI Apyrne nonb3oBaTenu BUAENN, YTO Thbl 3arpyxaewb? Nogyman, npexae
4yeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnn Tbl rOBOpULLbL C JOObMU, KOTOPbIX HE 3Haellb, HE UCMONb3yM CBOE pearibHoe
UMSI U OPYTYIO JIMYHYIO MHAPOPMaLNKN: UMSA, MECTO XUTEeNbCTBa, MecTo y4ebbl 1 npoyee;

5. N3beran pasmelueHnsa poTtorpadui B IHTEpHETE, rae Tbl N300paXkeH Ha MECTHOCTH,
No KOTOPOW MOXHO ONpeaennTb TBOE MECTOMOSIOXKEHME;

6. Mpwn pernctpaummn B coumanbHON CETU HEOBXOAMMO UCMONb30BaTh CIOXHbIE NAPONU,
cocTosime m3 BykB 1 LGP 1 C KONUYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM ceTun, NOYTbl U APYrMX CanToB HEOOXOAMMO MCMONb30BaTh pa3Hble
naponu. Toraa ecnu Teb4a B3NOMatT, TO 3MOYMbILUNEHHUKN MofydaT AOCTYN TOSIbKO K
OAHOMY MECTY, a He BO BCeE cpasy.

ONEKTPOHHbIE OEHBIN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb YOOOHbIM cnocob nnatexen, o4HaKo CyLecTBYHT
MOLLEHHMKWN, KOTOPbIE XOTAT MNOMNYYNTb 3TU AEHbIN.

OnNEeKTPOHHbIE AeHbIMN MOSABUIINCL COBCEM HedaBHO W MMEHHO M3-3a 3TOr0 BO MHOIUX
rocygapcrBax 4o CUX MOp HE MPOMMCAaHO NPO HMX B 3aKOHaX.

B Poccun xe OHWM (PYHKUMOHMPYIOT U O HUX YXe NponMcaHo B 3aKoHe, rae Wux
pas3nenstoT Ha HECKONbKO BMAOB - @aHOHUMHbIE N HE @aHOHUMHbIE. Pa3Huua B TOM, 4TO
aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeliaeTcda npoBoAuTbL onepaumm 6e3
noeHTMdmKkaumm nonb3oBaTens, a B HEAHOHMMHbIX MAOeHTMdMKauMa nonb3oBaTens
aBnseTca obsa3aTenbHON.



Takxe criegyeT pasnuyaTtb 3IIEKTPOHHbIE (PuaTHble AeHbIN (pPaBHbI rOCyAapCTBEHHbLIM
BanTaM) W 3NEKTPOHHble HeduaTHble [eHbrn (He paBHbl rOCy4apCTBEHHbIM
BanoTam).

OcHoBHble coBeTbl Mo 6e3onacHon paboTe C 3NEKTPOHHbIMU AEHbramu:

1. MpuBsXXM K cHETY MOOUNBbHBIM TenedoH. 3To cambin yaoOHbI 1M BbICTPbIN cnocob
BOCCTaAHOBUTb AOCTYN K cyeTy. [puBsa3aHHbIn TenedoH NOMOXET, ecnn 3abyaellb CBON
nfaTeXHbl Naposib UK 3angellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Wcnonb3yn ogHopasoBble naponu. lNocne nepexoga Ha YCUNEHHYHO aBTOpu3auuio
Tebe yxe He ByfeT yrpoxaTb ONacHOCTb KpaXu Unn nepexasara nraTexHoro napons;

3. Bbibepn cnoxHbiin naponb. lNMpecTynHukam OyaoeT He nNpocTo yragaTb CIOXHbIV
naponb. HagexHble naponu - aTo Naponu, KoTopble coaepxaT He MeHee 8 3HaKoB U
BKMOYalOT B cebsi CTPOYHble U NponucHble GyKkBbl, LUAPbl M HECKOSIbKO CMMBOJIOB,
TaKue Kak 3HaK gonnapa, pyHTa, BocknuuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONng!;;

4. He BBOAW CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM He A0BepseLlb.

ONeKTpoHHas noyTa

ONEeKTPOHHAas NnoYTa - 3TO TEXHOMNOMNS 1 NpefocTaBnsgemMble el yCryrn no nepecoisike u
NOSTYYEHUIO ONEKTPOHHBIX COOBOLLEHMI, KOTOpble pacnpefensitoTcsa B KOMMbOTEPHOWN
cetn. OB6bIYHO SNEKTPOHHBLIN MOYTOBLIA ALWMK BbIMSAUT criegylowmm  obpasom:
UMs_nonb3oBaTenda@ums_aomMeHa. Takke Kpome nepegadun npocToro Tekcta, umeeTcs
BO3MOXHOCTb nepeaasatb hansibl.

OcHoBHble coBeTbl No BesonacHon paboTe C 3NEeKTPOHHOM MOYTON:

1. Hago BbibpaTb NpaBuUribHbIN NOYTOBLIN cepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIOOP
BecnnaTHbIX MNOYTOBLIX CEPBUCOB, OAHAKO Ny4ylle OOBEPsTb TeM, KOro 3Haellb U KTO
nepBbIv B PENTUHTE;

2. He ykasblBa B NUYHOW MOYTE JIMYHYKO MHGOpMaumio. Hanpumep, nyduwe BbiOpaTb
"My3blkanbHbI_haHaTt@" unm "pok2013" BmecTo "Tema13";

3. Vicnonb3yn AByxaTanHy aBTopusauunio. ATO Korga NoMUMO Naposns HYy>KHO BBOOUTb
Koa, npucbinaemblii no SMS;

4. Bblbepn CnoxHbln naposib. [na Kaxgoro nNoYTOBOro SlMKa A0SMKEH OblTb CBOW
HaZEeXHbI, YCTONYMBLIN K B3/TOMY Maporsib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTb CamMOMYy CBOW fMYHbIA BOMNPOC, UCMOMb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3y HecKonbKO MOYMTOBLIX SAWMKOB. [lepBblM A5 YaCcTHOW Nepenuckn ¢
agpecatamu, KOTOpbIM Thbl JoBepsielb. OJTO 9NEKTPOHHbIN  agpec He Hajo
Mcnonb3oBaTh NPU permcTpauum Ha oopymMmax u camrtax;

7. He oTkpbiBan drannbl N gpyrne BIOXKEHUs B MUCbMax, Aaxe eCcriv OHW Npuwnu ot
TBOUX ApYy3en. Jlydlle yTOYHWN y HUX, OTNPaBnsAnu N oHn Tebe atn dannsi;

8. lNocne okoH4YaHusi paboTbl Ha NOYTOBOM CepPBUCE MNepeq 3akpbiTUEM BKIaL4KU C
canTom He 3abyab HaxaTtb Ha "Beitn".

KnbepOynnuHr nnu supTyanbHoe n3geBaTenbCTBO

Knbepbynnuur - npecnegoBaHue COOOLLUEHNAMM, COAepXaluMn OcKopbneHus,
arpeccuto, 3anyrMBaHue; XynuraHcTBO; coumanbHoe OOMKOTUPOBaHME C MOMOLLbIO
PasfMYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ kKnbepbynnnHrom:

1. He 6pocarica B 6on. Jlyywmn cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €CNN HET
TOro, K KOMy MOXHO 00paTuTbCsi, TO BHa4yane YCnokoMTbCs. Ecnm Tbl HaudHelb
oTBeYaTb OCKOPOMNEeHusIMM Ha OCKOpONneHusi, TO TONbKO eule 6onblle pasoxkellb
KOHIUKT;

2. YnpaBnsu ceoen kubeppenytaumnen;



3. AHOHMMHOCTb B ceTu MHuUMmasd. CyLlecTBylOT CNocobbl BbIACHUTb, KTO CTOMT 3a
aHOHUMHbIM aKKayHTOM;

4. He cTonT BECTU XynuraHckui obpas BUpPTYyarbHOM XU3HW. HTEepHET umkecmpyeT Bce
TBOM AENCTBUS U COXpaHSET nx. Yaanutb nx yaet kpanHe 3aTpyaHUTENBHO;

5. Cobntogan cBoto BUMPTyarnbHYKO YeCTb CMOMOAY;

6. WrHopupyn enuHunyHbING HeraTuB. OpgHopas3oBble OcCKOpOUTENbHbIE COOOLLEHUS
nyywe nrHopmpoBaTb. OBbIYHO arpeccusi NpekpaLlaeTcs Ha HayanbHOW cTagum;

7. baH arpeccopa. B nporpammax o6bmeHa MrHOBEHHbIMW COOOLLEHUSMKN, B
coumnanbHbIX CeTAX €eCTb BO3MOXHOCTb OrOKMPOBKM OTMpaBKM COOOLWEHUA C
onpenerneHHbIX agpecos;

8. Ecnu Tbl cBuaetenb kubepbynnuHra. TBOM [EWCTBMA: BbICTYNUTb MNPOTUB
npecrnefosaTens, MnokasaTb €My, 4YTO ero [AeWCTBUS OLEHMBAlOTCA HeraTuBHO,
noaaepxaTh XXepTBY, KOTOPOW HyXXHa MCUxXonormyeckasi mMOMOLLb, COOBLNTL B3POCIIbIM
0 hakTe arpeccuBHOro NoBeaeHUs B CETH.

Mo6unbHbIM TeNegoH

CoBpemeHHble cMapTOHbl WM nMnaHweTbl cogepxaT B cebe BMNomnHe B3POCHbIN
dYHKUMOHAr, U TeENEpb OHM MOTYT KOHKYPMPOBATb CO CTaLMOHAPHbIMU KOMMbIOTEPAMM.
OpHako, cpeacTB 3aWmThl ANd NOAOBHLIX YCTPOMCTB Noka o4YeHb Mano. TecTupoBaHue
N MOUCK YSI3BUMOCTEN B HUX NPOUCXOOMUT HE Tak MHTEHCMBHO, Kak ans lNK, To xxe camoe
KacaeTcst U MOBUIMbHbBIX NPUNOXEHUN.

CoBpeMeHHble MOOUIbHbIE Opay3epbl  ye npakTU4Yecku [[OrHanm HacTosbHble
aHanoru, ogHako pacwmpeHve gyHKUMOHana enedeT 3a cobon 6onbLIy CROXHOCTbL U
MEHbLUYH 3aLLMLLEHHOCTb.

[aneko He Bce Npon3BOAUTENN BbINyCKaOT OOHOBMEHUS, 3aKpblBaloOLne KpUTU4eckme
YS1I3BMMOCTU OJ151 CBOUX YCTPOWMCTB.

OcHoBHble coBeTbl Anga 6esonacHocTN MOBUNbHOro TenedoHa:

Huuero He siBnsieTca no-Hactosiwemy 6ecnnatHbiM. Byab ocTopoXkeH, Beab koraa tebe
npegnaratoT 6ecnnaTHbii KOHTEHT, B HEM MOryT ObiTb CKpbITbl Kakme-TO NraTHble
ycnyru;

Adyman, npexage 4yem otnpaBute SMS, ¢oTO Mnn BMAeo. Thbl TOYHO 3Haellb, r4e OHU
O6yayT B KOHEYHOM UTOre?

Heobxoanmo 06HOBNATL ONEepauNoHHY CUCTEMY TBOErO CMapTOHa;

Mcnonb3yi aHTUBMpPYCHbIE NporpamMMbl 4t MOBUIbHBIX TENEOHOB;

He 3arpyxan nNpunoxeHns OT HEU3BECTHOrO UCTOYHWKA, BeOb OHU MOTyT cogepxaTtb
BPEeOOHOCHOE NporpaMMHoe obecneveHune;

[Mocne TOro kak Thbl BbIMAELWb C cauTa, rge BBOAWUM NNYHYIO MHOpMaUMo, 3anan B
HacTponkn bpaysepa n yganu cookies;

Mepuogunyeckn NpoBepsiv, Kakme nnaTHble YyCnyru akTMBMpoBaHbl HAa TBOEM HOMEPE;
[aBan cBO HOMEpP MOBUBHOro TenedoHa TONbKO NIOASAM, KOTOPbIX Thl 3HAELLL U KOMY
AoBepsieLLb;

Bluetooth gomkeH 6bITb BbIKIOYEH, KOraa Tbl UM He nNonb3yelbes. He 3abbiBan nHoraa
NpoBepsATb 3TO.

Online wvrpbl

CoBpeMeHHble OHMarH-Urpbl - 3TO KpPaCOYHble, 3axBaTbiBaloLWMe pasBreyeHus,
obbeanHsaLWMe COTHU ThICAY YernoBek Mo BceMy Mupy. Vrpokn nccneayoT AaHHbIN UM
MUp, obLalTca Apyr C APYroM, BbIMOMHSAKT 3a4aHus, CPaXalTCss C MOHCTpamMu U
noflyyaroT onbIT. 3a YyOOBOMbCTBME OHM MNATAT: MNOKynawT AUCK, OnfavmBaloT
aboHeMeHT unu npruobpeTaroT Kakme-To ONunK.



Bce otm cpegctBa mayt Ha noggepxaHue U pasBuUTME Urpbl, a TaKkKe Ha camy
6e30nacHOCTb: COBEPLLEHCTBYOTCHA CUCTEMbI aBTOpPU3aLnK, BbiMyCKalTCA HOBblE NaTyu
(undppoBble 3annaTku Ans NporpamMmMm), 3aKpblBatOTCH YA3BUMOCTUN CEPBEPOB.

B nogobHbIX nrpax CToMT onacaTbCA HE CTOMbKO CBOWMX COMEPHUKOB, CKOJTbKO KpaXKu
TBOEro napons, Ha KOTOPOM OCHOBaHa CMcCTeMa aBTopu3aunmn 60nbLWMHCTBA Urp.
OcHoBHble coBeTbl N0 6e30NacHOCTM TBOEro UFPOBOrO akkayHTa:

1. Ecnu gpyron nrpok BegeT cebs nnoxo unm co3gaet Tede HenpuATHOCTH, 3abnoknpyn
€ro B CNu1cke UrpoKos;

2. [loxanynca agMuvHUCTpaTopaM Wrpbl Ha nMroxoe noBefeHue 3TOro Urpoka,
XenaTenbHO NPUNOXWUTb KakMe-To JoKa3aTenbCTBa B BUAE CKPUHOB;

3. He ykasbiBaun Nn4Hy0 MHGOpMaumio B npodanne urpsbl;

4. YBaxan gpyrux y4aCTHUKOB MO Urpe;

5. He ycTaHaBnvBamn HeomumnarnbHble naTtin n Moapl;

6. Micnonb3yn crnoxHble 1 pasHble naponu,

7. Daxe BO Bpems Urpbl He CTOUT OTKMOYaTb aHTUBUPYC. [Moka Tbl Urpaellb, TBOW
KOMMbOTEP MOTYT 3apa3unTb.

PULINHT K Kpaxa NUYHBIX JaHHbIX

OObI4HOM Kpaxkeh OeHer U [OKYMEHTOB CEroAdHsl yXKe HUKOrO He yAMBULIb, HO C
pasBUTMEM WHTEPHET-TEXHOMOMN 3MOYMbILUIIEHHUKN NEepeMecTUniuCb B UHTEPHET, U
NPOAOSKaT 3aHUMaTbCs "NodnMbIM" genom.

Tak nosiBunNacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBa UK (DULLKHT, FMaBHas uerb
KOTOPOro COCTOUT B MNOSyYeHUM KOH(pMAEeHUManbHbIX AaHHbIX Mofb3oBaTenen -
NornHoB 1 naponen. Ha aHrnuinckom s3bike phishing untaetcs kak uwmHr (ot fishing -
pblbHas noens, password - naporsb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLNHIOM:

1. Cnegn 3a cBoMM akkayHTOM. Ecnu Tbl nogospeBaellb, 4TO TBOS aHKeTa Obina
B3nloMaHa, To HeobxoaMmo 3abrokMpoBaThb €€ 1 CoobLNTL agMUHUCTPaTopam pecypca
06 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ym ©6e3onacHble BebG-canTbl, B TOM 4uUCne, WHTEPHET-MarasvHoB U
MOUCKOBbIX CUCTEM,;

3. Nicnonb3yn cnoxHble 1 pasHble naponu. Takum obpasom, ecnu T1ebsa B3nomaroT, TO
3M10YMbILLMIEHHMKN NMony4vaT AOCTYN TOMbKO K OAHOMY TBOEMY NMPOUIIO B CETU, @ HE KO
BCEM,;

4. Ecnn 1ebsa B3nomanu, TO HeobGXoAMMO npenynpeauTb BCEX CBOMX 3HAKOMbIX,
KoTopble gobaBneHbl y Teba B Apy3bsiX, O TOM, YTO Tebs B3noManu n, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCsa Cnam M CCbIfIKM Ha ULLMHIOBbIE CalTbl;

5. YctaHoBu HagexHbi naponb (PIN) Ha MobunbHbIN TenedoH;

6. OTKNIOYKN coxpaHeHne napond B bpaysepe;

7. He oTkpbiBan drannbl N gpyrne BIOXKEHUS B NMUCbMax, Aaxe eCcriv OHW Npuwnu ot
TBOUX ApYy3en. Jlydlle yTOYHN y HUX, OTNPaBnAnmM N oHn Tebe aTn dannsl.

Lndposas penytaums

Lincpposas penytaums - 9T0 HeratMBHasa Uiy No3nTUBHaA MHopmMaums B cetu o Tebe.
KoMmnpomeTupyowaa nHpopmMmauus, pasMelleHHass B UHTEPHETE, MOXET Cepbe3HbIM
obpa3omM oTpasnTbCs Ha TBOEW pearnbHOW xu3HW. "LindpoBasa penytauusa” - 310 TBOW
UMUK, KOTOPbIN dopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHETE.

TBOe MeCcTO XuTenbctBa, y4ebbl, TBOe (PMHAHCOBOE MOSIOXEHUE, OCOOEHHOCTMU
Xapakrtepa u pacckasbl 0 6rIM3KMX - BCe 3TO HakannBaeTCsi B CETU.

MHorne noapoCTKM NErKOMbICIIEHHO OTHOCATCS K Ny6nukaumm nMYHON MHgopmaummn B
NHTepHeTe, He NOHUMasi BO3MOXHbIX MOCNeACTBUN. Thl AaXe He CMOXeLUb JoragaTbCd



0 TOM, 4YTO poTorpadus, pasmeLleHHas 5 neT Hasapg, ctana NnPUYNHON OTKasa NPUHATL
Tebsa Ha paborTy.

KoMmmeHTapuu, pasmelleHne TBouX doTtorpacdouvim u apyrme OencTBus MOryT He
MCYE3HYTb Jaxe Mnocrie Toro, Kak Tbl UX yAanuwb. Tbl HE 3Haellb, KTO COXpaHwun 3Ty
WHopMauuio, nonasia fiv oHa B MOUCKOBblE CUCTEMbI U COXpaHunacb M OHa, a
rmaBHOE: 4YTO nogymalroT O Tebe OoKpyxawlime noan, KoTopble HauayT U yBUOAT 3TO.
HanTtn nHpopmauunio MHOro neT Cnyctsi CMoXeT Nobon - kak n3 Aobpbix NodyxaeHUn,
Tak U C HAMepeHEM MPUYUHUTE Bpen. OTO MOXET BbITb KTO YrogHo.

OcHOBHbIe COBEThLI NO 3auTe UMpoBon penyTaummn:

1. NMogyman, npexae 4em 4TO-TO NybrMkoBaTb M nepefaBaTb y cebst B 6riore vnn B
couunanbHOn CeTu;

2. B HacTponkax npodunsa ycTaHOBU OrpaHMYeHNA Ha NPOCMOTP TBOEro Npodouns u ero
CcoAepXXMMoro, caernam ero Tofbko "ans apysen”;

3. He pasmewan n He ykasbiBan MHOPMaLNIO, KOTOpas MOXET KOro-nnmbo ockopbnatb
nnm obmxaTb.

ABTOpCKOe npaBo

CoBpeMEeHHbIE LLUKOMBbHMKM - aKTUBHbIE MONb30BaTENU LMGPOBOro MNPOCTPaHCTBA.
OpHako ganeko He BCe 3HalOT, YTO MOfb30BaHME MHOMMMW BO3MOXHOCTSIMU LIMGOPOBOIo
Mupa TpebyeT cobnogeHns npaB Ha MHTENNEKTYyanbHyt COBCTBEHHOCTD.

TepMunH "MHTennekTyanbHass COOCTBEHHOCTb" OTHOCUTCA K pPasfiMYHbIM TBOPEHUAM
YerioBEeYeCKOro ymMa, HauuHasi C HOBbIX W300peTeHMi U 3HakoB, OOO3Ha4aoLLMX
COBCTBEHHOCTb Ha NPOAYKTbl M YCRyrn, W 3akaHyMBas KHuramu, dpoTtorpadpusmu,
KMHOUIIbMaMmn U My3blKalibHbIMU MPOU3BEAEHNAMM.

ABTOpCKMe npaBa - 3TO NpaBa Ha UHTENNEeKTyanbHy COBCTBEHHOCTb Ha NPou3BeaeHNs
HayKu, nMTepaTypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYMNalOT B Ka4eCTBe rapaHTum
TOrO, YTO MHTENNEKTYanbHbIN/TBOPYECKUIN TPYA aBTOopa He ByaeT HanpacHbIM, JacT eMy
crnpaBeaniMBble BO3MOXHOCTM 3apabotaTb Ha pesynbTaTax CBOEro TpyAda, NosnyyvuTb
N3BECTHOCTb M Npu3HaHne. HUKTo 6e3 paspelleHns aBTopa He MOXXET BOCMPOU3BOANTL
€ero npousBedeHne, pacnpocTpaHaTb, MybrMYHO OEMOHCTpMpOBaThb, NpoAaBaTh,
MMMOPTUPOBATL, NycKaTb B MNpokaT, NyBGrAMYHO MCMNOSHATb, MOKa3blBaTb/MCMOMNHATL B
admpe unu pasmewlatb B IHTepHeTe.

Mcnonb3oBaHue "nmpaTckoro” nporpaMMHOro obecneyeHns MoxeT NPUBECTU K MHOTUM
pUckam: OT NOTEPU OaHHbIX K TBOMM akkayHTam 40 GrOKMPOBKM TBOEro YCTPOWUCTBA, rae
yCTaHOBIieHa HenerarnbHas nporpaMmma. He ctouT Takke 3abbiBaTb, YTO CyLLECTBYIOT
neranbHble K BecnnaTHble NPOrpaMmbl, KOTOPbIE MOXHO HAaNUTU B CETU.

O noprane

CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CeTU. 34eCb Thbl MOXelWwb Yy3HaTb O
6e30MacHOCTM B CETU MOHATHbIM U LOCTYMNHbIM A3bIKOM, @ MpPU BO3HWKHOBEHUU
KpUTUYECKON cuTyauum obpatntbCa 3a coBeTOM. A Takke TMNpUHATL y4vacTue B
KOHKypCax 1 cTaTb caMbiM LMPPOBLIM rpaxxgaHnHoMm!



