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opuuManbHbIX  WHTEpHeT-cauTax W OpYrMx  MHAOPMAaUMOHHbIX  pecypcax
obLieobpasoBaTenbHbIX OpraHM3aumMn M OpraHoB, OCYLLECTBASAKOLWNX YyrpaBreHne B
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MpunoxeHwue
METOOANYECKWE PEKOMEHOALIUU
O PABMEWEHUUN HA UHO®OPMALMUOHHbBIX CTEHOAX, OPULIUATIbHbIX
MHTEPHET-CAUTAX U OPYT'MX UHO®OPMALIMOHHBLIX PECYPCAX
OBGLLUEOBPA30OBATENbHbIX OPFAHU3ALUA U OPIFAHOB,
OCYLWLECTBNAKLWNX
YNPABJIEHUE B CO®EPE OBPA3OBAHUA, UHOOPMALINA O BE3OIMNACHOM
NOBEAEHNU N UCNOJIb3OBAHUU CETU "MHTEPHET"
kcnepTammn n uneHamm BpemeHHon komuccum CoBeta depepauum no pasBUTUIO
NHOPMaLMOHHOIO obLecTBa B pamMKkax BbINOSIHEHUS peKoOMeHAauuni napnamMmeHTCKUX
cnywaHun "AkTyanbHble BOMpocbl obecneyeHusi 6e30nacHOCTM U pasBUTUA OeTeN B
MHOPMaLMOHHOM NpocTpaHcTBe", koTopble npowniv B Coeete Pepepauum 17 anpens
2017 r., Obinn paspaboTaHbl MeToAMYECKME pPEKOMEHOauuM O pasMelleHMn Ha
MHOPMALMNOHHBIX  CTeHAax, omumanbHbIX  UMHTEPHEeT-canTax Wn  Opyrux
MHPOPMALMOHHBIX pecypcax oblleobpasoBaTesnbHbIX OpraHMs3auum W OpraHos,
OCYLLECTBNALWNX ynpaBneHne B cepe obpasoBaHus, nHdopMauun o H6esonacHom
nosegeHMM n  ucnonb3oBaHun cetn  "WHTepHeT" (ganee - MeToguyeckue
pekomMeHaauun).
MeToguyeckne pekoMeHOaunm HanpasfieHbl Ha KavyeCTBEHHOEe MNOBbILEHWE YPOBHS
NHAPOPMALMOHHON AeATENbHOCTM 06Leobpa3oBaTenbHbiX OpraHM3auMin U OpraHos,
OCyLLeCTBNALWNX yrnpaBneHne B ccepe obpasoBaHud, B 4acTu MHGOpMUMPOBaHUS
yyalmxcs, ux pogutenen (3akoHHbIX NpeacTaBUTeENen) n negarormyecknx paboTHUKOB
06 OCHOBHBbIX acrnekTax nHpopmaLoHHoM 6e3onacHOCTH.
MeTognyeckne pekomMeHgauum no3BoNAT obuweobpasoBaTefibHbIM OpraHmn3auusam wu
opraHam, OCyLeCTBAALWNM ynpaBneHne B cdepe obpas3oBaHWd, akTyanu3mpoBaTtb
y)Xe€ UCNosfb3yemble U pasMeLLleHHble WHMOPMALMOHHbIE MaTepuanbl, TakK WU
NoAroTOBUTb UX B Clydae UX OTCYTCTBUS C yHETOM NyYLINX NPaKTUK U peKOMeHOaunn.
B pamkax meToamnyeckux pekomeHaaumn paccMmaTpmBaloTca crieqytoume NHCTPYMEHTDI:
1. NHOPMALUMOHHbIE CTEHAPDI,
2. ohmumarnbHble UHTEPHET-pecypChl;
3. cpeacTBa MaccoBOW MHAGoOpMauuKM (LUKOSbHbIE raseTbl, negarorndyeckne nsgaHus m
Apyrvie).
NHdopmaLnOHHbIe CTeHAbI
Ha  uHdopmMaumoHHbIx cTeHgax B obuieobpasoBaTenbHbIX  OpraHu3auusix,
pacnonoXeHHbIX B (hone ydpexgeHun n B kabmHeTax, OCHaLLEHHbIX NepcoHanbHbIMU
ycTpoucTBamMu Ana BbiIxoga B ceTb "WHTepHeT", pekomeHOyeTcs pas3MecTuUTb



MH(POPMALUMNOHHbIE NaMATKW, coAepKalime OCHOBHble coBeTbl No obecneveHuto
NHPOPMaLMOHHOM B6e30MaCHOCTN yYaLLUXCS.
B npunoxenun N 1 K meTogudecknm pekoMmeHaaunsam npeacrasrneH obpasel namaTku
ANdA pasMeLleHnss Ha MHAPOPMALMOHHbIX CTEHAAX.

CpenctBa maccoBoun MHcpopmaumm
B cpeactBax maccoBon MHGOpMaLMKM, OPUEHTMPOBAHHbLIX Ha oby4arolmxcs,
pekoMeHayeTcs B TedeHne ydyebHoro roga perynsapHo nybnukoBatb MH(OPMALMOHHbIE
MaTepuarbl, NOCBSALEHHble OTAENbHbIM acnektam MHgopmaunoHHon 6esonacHocTn, a
TaKke pasnuyHble NnamaTkM obLLero xapakrepa.
B cpegctBax maccoBoM  MHOpMauUUK, OPUEHTUPOBAHHBIX Ha nNegarornyeckyro
0OLEeCTBEHHOCTb, PEeKOMEeHOYyeTCa B TedeHue KanengapHoro roga perynspHo
ny6nvkoBaTb MHMOPMALMOHHbIE MaTepuarbl, NOCBSALEHHbIE OTAEerbHbIM acrnekTam
MHOPMaLNOHHOM 6esonacHocTK Kak HeCcOBEepLUEHHONETHUX, Tak n
obuieobpasoBaTenbHbIX OpraHu3auui, a Takke pasnuyHble namMsaTkn, o0630pbl
HOPMaTUBHO-NPAaBOBOIO PerynmpoBaHns JaHHOW cdrepbl U UHAOPMAUUIO O akTyarnbHbIX
MEepPONpUATUSX N cOBbITUSX B aHHOM cdhepe.
B xopme npoeegeHus EpguHoro ypoka no 6esonacHoctm B cetn  "MHTepHeT"
pekomeHayeTcs obecneynTb BbIMYCK TeMaTUYecKoro BbiMyCKa CpencTBa MacCOBOW
MHopMauumn NnMbo cepum Nyonukauun, cpeam KoTopbiX pacCMOTPETb OpraHN30BaHHbIE
MeponpusaTUs Ons obyyarwmxcs, UX poauTenen (3akoHHbIX nNpeacTaBuTenen) wu
negarormn4eckomn ooLLLEeCTBEHHOCTM.

OdmumanbHblie UHTEepHeT-pecypcbl
O6uweobpasoBaTernbHbIM  OpraHM3auusiM pPeKoMeHOyeTCs Ha CBOuX odumumanbHbIX
NHTepHeT-pecypcax  obecneuntb  (DYHKLMOHMPOBAHWE  CaMOCTOATENBHOIO U

cneunanuampoBaHHoro pasgena "MHdgopmaumoHHas ©Ge3onacHocTb", B pamKax
KOTOPOro npeaycMoTpeTb pasMmelleHne cneayrowen nipopmaumm:
®Dopmar
npeacTaBJIeHus
N| Pazgea/moapasaen MAaTEepHAaJIOB Cojep:kaHue MaTepuaJioB
Pa3MCHIaIOTC$[ KOITMKU JOKYMCHTOB, T.C.
CKaHUPOBAHHBIN BapUaHT JOKYMEHTA,
COOTBETCTBYIOIIUN TPeOOBaHUIM K
UlokanbHbIe rmapaMeTpaM CKaHHpoBaHUs. Pazmeriarorcs
[HOPMATUBHBIC aKThbI B VIOKYMCHTBI, PETJIAMCHTUPYIOIIINEC
cdepe obecrieueHust OpraHU3aINIo U padoTy ¢ EPCOHANTBHBIMU
H(OpMaLIMOHHON Konnn [TaHHBIMY, TUTAHBI MEPOIIPUATHHN 10
0€30MacHOCTH ITOKyMEHTOB B oOecrieueHnI0 MHPOPMAIOHHOM

1.JoGyuaronxcs dopmate *PDF  |6e3omacHocT 00ydaromuxcst U Ipyrue.
[TyGIMKyIOTCS aKTyalIbHbIE CBEJIEHUS O
(denepanbHbIX U PETHOHAJIBHBIX 3aKOHAX,
MMICbMaxX OPraHOB BJIACTH U JpYyTrHe
HOPMAaTUBHO-IIPABOBbLIC JOKYMCHTHI,
periaMeHTHpyole odecrneueHne
H(OpMallMOHHON 6€30MacHOCTH

HCCOBCPIICHHOJICTHUX. I[OHYCKB.CTCSI BMECTO

Konnn KOITWIA pa3MelaTh THIEPCChIIIKA HA
HopmatuBHOE ITOKYMEHTOB B COOTBETCTBYIOIIME JOKYMEHTHI Ha caiiTax
2 [perynupoBaHue dbopmate *PDF  |opranoB rocyapcTBeHHOM BJIacTH.
TexcT Ha Pa3menaroTcss METOJUYECKHE PEKOMEHIALlUN
CTpaHHLIE caiiTa |1 yKka3bpIBaeTcs HH(GOpMaLUs O
[leqarornueckum Konun MEPONIPUATHSIX, IPOEKTaX U IporpaMmax,
3.[paboTHIKaM ITOKYMEHTOB B HAIPaBJIEHHBIX HA MOBBIIIEHUE




dbopmare *PDF  [uH(pOpManIMOHHON TPaMOTHOCTH
[egarorndeckux paboTHUKOB.

Pa3meraeTcst uHGpOpMAaIIMOHHAS TAMSTKA
(mpunoxxerue N 2) U yka3bIBaeTcs
H(pOpMaLIKs O MEPOTIPUSATHSX, TPOEKTAX U
[porpaMMax, HallPaBJICHHBIX Ha TIOBBIIIICHHUE

Tekct Ha MH(POPMAIIMOHHON IPaMOTHOCTH
4.[(O6yuaronmmcst CTpaHuIle caiiTa |[00y4arOmIMXCs.
PonuTensm (3aKOHHBIM
[1PEICTABUTEIISIM) Texct Ha Pa3zmeraercst uH(poOpMaIMOHHAS TAMSITKA
5.[00yJaromuxcs cTpaHulle caiita |(mpuioxkenue N 3).
Pazmerniaercst uHGopManus o
[PEKOMEH/1yeMbIX K UCTIOIb30BAHUIO B
Jlerckue Oe3onacHbIe Tekct Ha yaeOHOM Ipolecce Oe30IaCHbBIX caiTax,
6.|caiiThI CTpaHHIIe caiiTa [0aHHEpH 6€30MaCHBIX AETCKUX CANTOB.

OpraHam, ocylecTBrnaOWNM yrnpasrneHue B cdepe obpa3oBaHUd, pekoMeHayeTcs Ha
cBOMX  ouumaneHblx  UHTepHeT-pecypcax  obecneuntb  (PYHKLUMOHUPOBaHME
CaMOCTOSTESTbHOIO n cneumanusanpoBaHHOro pasgena "MIHdopmaumoHHas
BGesonacHoCcTb", B paMKax KOTOpPOro npeaycMoTpeTb pasMelleHue criegyrolen
NHdOpMaLUK:

MpunoxeHne N 1

NMAMATKA
ans oeYYALWMxca o UHOOPMALIMOHHOW BE3ONACHOCTU OETEN

HEJTIb3A
1. Bcem nogpsag coobuiatb CBOK YaCcTHYH MHOpMaUMo (HacTosawme nms, aMmmnnuio,
TenedoH, agpec, HoMep LLKOsbI, a Takke poTorpadumn cBOU, CBOEN CEMbU U OPY3EN);
2. OTKpblBaTb BrIOXEHHble (ansibl  9NEKTPOHHOW MOYThbl, KOrga He 3Haelb
oTnpasuTens;
3. [pybutb, npugupatbCs, oOKasblBaTb [aBreHWe - BeCTU cebs HeBeXnMBO WU
arpeccuBHo;
4. He pacnopsbkancs geHbramm TBOoen cembn 6e3 paspelleHunsa cTtaplux - Bcerga
cnpawuBan pogutenen;
5. He BcTpevaincs ¢ VIHTepHeT-3HAaKOMbIMU B pearibHOM XU3HWU - MOCOBETYMUCS CO
B3pOCIbIM, KOTOPOMY [OBeEpSeLlb.
OCTOPOXHO
1. He Bce nuwyT npaegy. Yntaewb o cebe Henpaay B VIHTepHeTe - coobum 06 aTom
CBOMM pPOAUTENSAM UM ONEKyHaM;
2. MNpurnawatoTt nepennucbiBaTbCs, UrpaTb, 0OMEeHNBaTbLCS - NPOBEPb, HET NN NOABOXA;
3. HesakoHHOe konupoBaHue ¢annos B HTepHeTe - BOPOBCTBO;
4. Bcerpa pacckasbiBar B3pocCrbiM 0 Npobriemax B CETU - OHU BCerga nomoryT;
5. Ncnonb3ynm HacTponku 6e30MacHOCTU M MPUBATHOCTU, YTOObI HEe MOTEPSATb CBOU
aKKayHTbl B COLICETSX M OpYrnX nopTanax.
MOXHO
1. YBaxawn gpyrnx nonb3oBatenen;
2. Nonb3yewbca NHTEPHET-UCTOYHUKOM - [ienai CCbINKYy Ha Hero;
3. OTKpbIBal TONbKO TE CChINIKK, B KOTOPbIX YBEPEH;
4. ObwaTbCs 3a NOMOLLLI B3POCHbIM - pOAUTENN, ONEKYHbI N aAMUHUCTPaLMS CanToB
BCcerga nomoryr;
5. Tlponan ob6yyeHne Ha caunte "CeTeBMYOK" M nony4nm nacnopT uUMdpoBOro
rpaxgaHuHa!

MpunoxeHne N 2

MHPOPMALIMOHHAA NAMATKA



Ond obY4YAKOLWUXCA OnA PASMELLEHUA

HA OPULUATIbHbIX MHTEPHET-PECYPCAX
C KaxgblM rogoM MOoAeXn B UHTEPHETE CTAaHOBUTLCS Bonblue, a LWKONbHUKN OOHWN U3
caMblIX aKTMBHbIX Nosib3oBatenen PyHeTa. Mexay TemM, NOMMMO OrpOMHOrO KOnn4ecTsa
BO3MOXXHOCTEN, UHTEPHET HeceT M npobnembl. ATa namaTka [OSMKHA Nomodb Tebe
©e3onacHoO HaxoAuUTbCA B CETW.
KomMnbloTepHble BUPYChI
KomnbloTepHbln  BUPYC -  3TO  Pas3HOBUMAHOCTb  KOMMbIOTEPHBLIX  MPOrpamm,
OTNIMYUTENBHOM OCOBEHHOCTBLIO KOTOPOM SIBNSAETCA CMOCOBHOCTb K pasmMHOXeHuto. B
[OMOMHEHWEe K 3TOMY, BMPYCbl MOFYT MOBPEaUTb WIM MOSHOCTBIO YHUYTOXUTb BCe
Gannbl M JaHHble, NOAKOHTPOSIbHbIE MONb30BaTEN, OT MMEHUM KoToporo 6bina
3anyleHa 3apaxeHHas nporpaMmma, a Takke MOoBpeAuTb WNU [aXe YHUYTOXMUTb
ONepaunoHHY0 CUCTEMY CO BCeMU cpavnamu B uenomMm. B GonblUMHCTBE criyyaes
pacnpoCTpaHATCA BUPYCbl YEPE3 MHTEPHET.
MeToabl 3aLMTbl OT BPEAOHOCHbIX MPOrpamMm:
1. icnonb3yn coBpemeHHble onepaunoHHbIE CUCTEMBI, UMEKLLME CePbE3HbIN YPOBEHDb
3aWMTbl OT BP€AOHOCHbIX Mporpamm;
2. lNocTosiHHO ycTaHaenvBan nadtn (UMdpoBble 3annaTkyi, KOTOpble aBTOMAaTUYECKM
yCTaHaBnMBalTCA C LUenblo AopaboTku nporpaMmmbl) U Apyrme OOHOBMEHUA CBOeW
onepaumnmoHHon cuctembl. CkadmBanm Mx TONMbKO C odouumManbHOro canta paspabotymka
OC. Ecnu cylecTtByeT pexumMm aBToMaTU4YeCKoro 0OHOBMEHNS, BKIOYU €r0;
3. Pabotan Ha cBoeM KOMMbKOTEPE MOA NpaBamMu nofb3oBaTens, a He
agMuHuUCTpaTopa. 3TO He MNOo3BOSIMT  OOMbLUMHCTBY BPEOOHOCHBIX nporpamm
WMHCTannMpoBaTbCA Ha TBOEM NepCOHarbHOM KOMMbIOTEPE;
4. Vicnonb3y aHTUBUPYCHbIE NPOrpaMMHble MPOAYKTbl U3BECTHbLIX NPOU3BOAUTENEN, C
aBTOMaTM4ecKMM obHoBneHnem 6as;
5. OrpaHunyb om3nyecknin 4OCTYN K KOMNbIOTEPY AN NOCTOPOHHUX NN,
6. Vicnonb3yin BHeLWHWe HocuTenn nHopMauumn, Takne Kak netuka, Auck unm damn ma
WHTEepPHEeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;
7. He oTkpbiBa KOMMblOTEPHbIE (hansibl, NOMNyyYeHHble U3 HEeHaO4eXHbIX UCTOYHUKOB.
Haxe Te dannbl, KOTOpble Npucan TBOW 3HAaKOMBbIN. Jlyylle yTOYHW y Hero, oTnpasnsn
nn oH Tebe unx.
Cetn WI-FI
Wi-Fi - aTO He BMA nepefayn OaHHbIX, HE TEXHOMOIMSA, a BCero nuwb 6penn, Mapka.
Ewe B 1991 rogy HMaepnaHackas komnaHusa 3apernctpuposana 6peng "WECA", uto
obo3Havano cnoeocoyeTaHme “"Wireless Fidelity", koTopbin nepeBoguTCcs Kak
"BecnpoBogHast TOMHOCTbL".
[o Hawero BpemMeHu fowna gpyras abbpeBuatypa, KoTopasd SBNAETCA TakoOW e
TexHonorven. 310 abbpesnatypa "Wi-Fi". Takoe HasBaHue BbISIO AAHO C HAMEKOM Ha
cTaHOapT BbiCWen 3BykKoBoM TexHukn Hi-Fi, 4yTo B nepeBoge o3Ha4vaeT "BbliCOKas
TOYHOCTBL".
[a, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kade, oTensx n asponoprax ABNAETCs OTANYHOMN
BO3MOXHOCTbIO BbIX04a B WHTepHeT. Ho MHorme akcnepTbl CYMTAlOT, 4TO
obwepnoctynHole Wi-Fi ceTn He siBnsatoTcs 6e3onacHbIMMA.
CoBeTbl N0 6e3onacHocTn paboTbl B 06wenoctynHbix cetax Wi-fi:
1. He nepepaBan cCBOKW NU4YHy0 UHopmauuio Yepes obuiepoctynHole Wi-Fi ceTu.
PaboTtas B HUX, )xenaTefnbHO He BBOAUTb Naposiv A0CTyna, SIOrMHbl U Kakme-To HOMepa,;
2. Vicnonb3yn n o6HOBNS aHTMBUPYCHbIE NporpamMmbl U BpaHamayep. Tem cambiM Tbl
obe3onacuulb cebsi OT 3aKayku BUpyca Ha TBOE YCTPONCTBO;
3. Mpn wucnonb3oBanun Wi-Fi oTkntoun dyHkumo "O6wmii goctyn K dannam u
npuHtepam". [aHHas QYyHKUMA 3akpbiTa MO YMOMYaHUKD, OAHAKO HeKoTopble
nonb3oBaTeNN akTUBMPYIOT ee Anga yaobcTea ncnonb3oBaHus B paboTe unu yyebe;



4. He ncnonb3yn nybnuunbin WI-FI gna nepegayn nuYHbIX AaHHbLIX, Hanpumep Ons
BbIX04a B coOUManbHble CETU UMK B 3NTIEKTPOHHYIO MOYTY;

5. Wcnonb3yn TonbKo 3awmuieHHoe coeauHeHne yepe3 HTTPS, a He HTTP, T.e. npu
Habope Beb-agpeca BBoaM MMeHHO "https://";

6. B wmobunbHOM TenedoHe oTkMouM  yHKumo  "MogkniodeHne kK Wi-Fi
aBTomMaTtmyeckn". He ponycka aBTOMaTUYECKOro MOAKMIOYEHUA YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBOEro cornacus.

CoumnanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAAT B Hally XW3Hb, MHOrMe ntogn paboTtarT u XuyT
TaMm MnOCTOsiHHO, a B Facebook yxe 3apernctpypoBaH MuNIMapg 4YerioBek, 4ToO
SABNSETCS OAHOM cedbMOW Bcex utenen nnaHetbl. MHOrme nonb3oBaTenn He
NMOHUMAIOT, YTO MHdOPMaUUS, pasMeLLeHHass UMN B COUMaribHbIX CETSX, MOXET ObliTb
HamgeHa M UCNoNb3OBaHa KeM YrogHo, B TOM 4ucne He obsasaTtenbHo ¢ Gnarumu
HaMepEeHNAMMN.

OcHoBHble coBeTbl N0 6e30NacHOCTU B coOUManbHbIX CETSX:

1. OrpaHuyb cnucok apysen. Y 1eba B Opy3bsX HE OOMKHO ObiTb CryYamHbIX U
HEe3HaKOMbIX NOAEWN;

2. 3awmuian cBOK YacTHY kM3Hb. He ykasbiBan naponu, TenedoHbl, agpeca, aaty
TBOErO0 POXAEHUST W OPYryI0 JMYHYK  UHOpMaUuMIo.  3fOYMbILLNEHHUKN  MOTYyT
Mcnonb3oBaTbh Aaxe WHOPMaUMK O TOM, Kak Tbl U TBOM pOAUTENU NNaHUpyeTe
NPOBECTU KaHWUKYIbI;

3. 3awumwan ceow penytaumio - AEpPXKM ee B YNCTOTE U 3agaBan cebe BOMpoc: xoTen
Obl Tbl, YTOOBLI Apyrne nosib3oBaTenu BUAENNU, YTO Thbl 3arpyxaewbs? [Nogyman, npexae
4YyeM YTO-TO onybnukoBaTb, HANUCaTb U 3arpy3nTb;

4. Ecnu Tbl roBopuLb C NIOABMU, KOTOPLIX HE 3Haellb, He UCMONb3yn CBOE pearibHoe
UMSI U OPYTYIO JIMYHYO0 MHAPOPMaLMKN: UMSA, MECTO XUTENbCTBA, MECTO y4ebbl 1 NpoYee;
5. N3beram pasmelteHuns dotorpacduin B IHTepHeTe, rae Tbl n3obpakeH Ha MEeCTHOCTMH,
Mo KOTOPOW MOXHO OonpeaennuTb TBOE MECTOMONOXEHUE;

6. Npu pernctpaumm B coumanbHOM ceT HeoBXO0ANMMO UCMOSb30BaTh CrOXHbIE Napony,
cocTosime 13 BykB 1 LGP 1 C KONMYECTBOM 3HAKOB HE MeHee 8;

7. na coumanbHOM ceTu, NoYTbl U OPYrNMX canToB HEOOXOAMMO UCMONb30BaTh pa3Hble
naponu. Toraa ecnu 1eba B3NOMatT, TO 3MOYMbILLNEHHUKN MofydaT AOCTYN TOSMbKO K
OAHOMY MECTY, a He BO BCe cpaay.

ONEKTPOHHbIE OEHbBIN

ONEKTPOHHbIE AEHbIM - 3TO OYeHb yOOOHbIM cnocob nnatexen, o4HaKo CyLeCTBYHOT
MOLLEHHMWKW, KOTOPbIE XOTAT MNOMNYYNTb 3TU AEHbIN.

OnNEKTPOHHbIE AEHbIMN NOSIBUIINCb COBCEM HEOAaBHO W UMEHHO M3-3a 3TOr0 BO MHOIMX
rocygapcrBax 4O CUX MOP HE MPOMMCAHO NPO HMX B 3aKOHaX.

B Poccumn e OHM (PYHKUMOHMPYIOT M O HUX YXe MPOMMcCaHO B 3akoHe, rae ux
pas3nenstT Ha HECKONbKO BMAOB - @aHOHUMHbIE U HE @aHOHMMHbIE. Pa3Huua B TOM, YTO
aHOHUMHbIE - 3TO Te, B KOTOPbIX paspewaeTca npoBoauTb onepaumn 6e3
noeHTMdmKkaumm nonb3oBaTens, a B HEAHOHMMHbIX MaeHTUdMKaumMsa nonb3oBaTens
saBnseTcs obs3aTenbHON.

Takke cnegyeT pasnuyatb 3NEKTPOHHbIE (PMaTHble AEHbIN (pPaBHbl rOCYAAaPCTBEHHbLIM
BaniTam) W ONEKTPOHHble HeduaTHble [AeHbMM (He paBHbl rOCy4apCTBEHHbIM
BanTam).

OcHoBHble coBeTbl No Be3onacHon paboTe ¢ 3NEKTPOHHBIMWU AEHbraMM:

1. MpuBsKM K cHeTy MOOUMbHBIN TenedoH. ATO camMbl yaoOHbIN N BbICTPLIN CNOCO6
BOCCTAHOBUTb OCTYN K cyeTy. [NpuBasaHHbIn TenedoH NnoMoxXeT, ecnu 3abyaellb CBOW
nraTeXHbl Naposb UK 3andellb Ha canT C HE3HAaKOMOro YCTPOUCTBA,;

2. Wcnonb3yn ogHopasoBble naponu. Nocne nepexoga Ha YCUMEHHYH aBTOpu3auuio
Tebe yxxe He ByaeT yrpoxaTb ONaCHOCTb KpaXkn uUIv nepexearta nnaTeXxHoro napons;



3. Bbibepn cnoxHein naponb. lNMpecTtynHukam OygoeT He nNpocTo yragaTb CROXHbIV
naponb. HagexHble naponu - aTo Naponu, KoTopble coaepxaT He MeHee 8 3HaKoB U
BKMOYalOT B cebsi CTPOYHbIE M MPOMUCHbIE ByKBbI, LMAPbI U HECKOMBKO CUMBOJIOB,
TaKue Kak 3HaKk gonnapa, pyHTa, BocknuuaTenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAW CBOW NNYHbIE AaHHbIE HA canTax, KOTOPbIM He JOBepseLlb.

OneKTpoHHas noyTa

ONEeKTPOHHAas rnoyTa - 3TO TEXHONOMSA U NPefoCTaBsSeEMbIE el YCIyrn No nepecoInke u
NOMNYyYEHUIO 3MEKTPOHHbIX COOOLLEHNI, KOTOpble pacnpenensiTcs B KOMMbIOTEPHOM
cetn. OO6bIYHO SNEKTPOHHbLIN MNOYTOBLIA AWMK BbIMSAUT  cregylowmm  obpasom:
NMSA_Nonb3oBaTena@umsa_aomMeHa. Takke Kpome nepefadm npocToro TeKCcTa, meeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ INEKTPOHHOW MNOYTOMN:

1. Hapo BbIGpaTth NpaBunbHbIA NOYTOBbLIM CepBUC. B MHTEpPHETE €CTb OrPOMHbLIN BbIGOP
BGecnnaTHbIX NOYTOBLIX CEPBUCOB, OAHAKO Nydylle AO0BEPATb TEM, KOro 3Haellb U KTO
nepBbI B PENTUHTE;

2. He ykasbiBan B NUYHOW NOYTE NMYHYKO MHOpMaumo. Hanpumep, nyyuwe BbibpaTb
"My3blkanbHbI_haHaTt@" unu "pok2013" BmecTo "Tema13";

3. Vicnonb3yi AByxaTanHyo aBTopu3aumio. OTO Korga NOMUMO Napons HYXXHO BBOAWUTb
Kog, npucbinaemoin no SMS;

4. Bblbepn cnoxHbin naponb. [Ons KaXgoro MOYTOBOro sMKa AO0SMKEH ObiTb CBOM
HaOEeXHbIN, YCTONYMBLIN K B3ITOMY Naporb;

5. Ecnn ecTb BO3MOXHOCTb Hanmcatb CaMOMYy CBOW SfIMYHbIA BOMPOC, UCMONb3yn 3Ty
BO3MOXHOCTb;

6. Mcnonb3ym HeCcKonbKO MNOYTOBbLIX AWMKOB. [lepBbid ONA 4YaCTHOM nNepenncku c
agpecataMmu, KOTOpbIM Tbl [AOBepselb. JTO 3MEeKTPOHHbIA adpec He Hado
Ncnosib3oBaTh MNpu perucTpaunmn Ha popymax un cantax;

7. He oTkpbiBan channbl 1 gpyrme BrOXKEHUS B NMUCbMaX, OAXE €Cnv OHW NPULNn oT
TBOMX Apy3en. Jlyylle yToYHM Yy HUX, OTNPaBASann i oHn Tebe aTn pannsi;

8. MNocne okoH4YaHMs paboTbl HA NMOYTOBOM CepBUCE Nepen 3akpbiTUeM BKMadKM C
canTom He 3abyab HaxaTtb Ha "Bbitn".

KnbepOynnuHr nnu supTyanbHoe n3geBaTenbCTBO

Knbepbynnuur - npecnegoBaHue COOOLLUEHNAMM, COAEpXaLMMN  OCKOpOneHus,
arpeccuvio, 3anyrmBaHue; XyruvraHcTBO; coumanbHoe OO0MKOTMpPOBaHME C MOMOLLbHO
pasnUYHbIX MHTEPHET-CEPBMCOB.

OcHoBHble coBeTbl No 6bopbbe ¢ KnbepbynIMHroMm:

1. He 6pocarica B 6on. Jlyywmn cnocob: nocoBeToBaTbCA Kak cebs BECTU U, €CNn HET
TOro, K KOMY MOXHO 06paTuTbCs, TO BHa4yane ycrnokoutbcd. Ecnn Tbl HayHewb
oTBeYaTb OCKOPONEeHusIMM Ha OCKOpPONeHusi, TO TONbKO elle Bonblue pasoXCKeLlb
KOHQOINKT;

2. Ynpasnsi cBoen kubeppenytaumnen;

3. AHOHMMHOCTb B ceTu MHuMas. CyLlecTBYHT Crnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM,;

4. He cTonT BECTU XynUraHcKum obpas BUpTyanbHOM Xn3Hn. IHTepHeT cmkcupyeT Bce
TBOM AENCTBMUS U COXpaHSET nx. Yaganutb nx 0yaet kpanHe 3aTpyaHUTENBbHO;

5. Cobntogan cBow BUPTYarbHY YeCTb CMOSIOAY;

6. WrHopupyn enuHunyHbIn HeraTuB. OpgHoOpas3oBble OCKOPOMTENbHbIE COOOLEHUS
nyywe nrHopupoaTb. OBbIMHO arpeccusi NpekpaLwaeTca Ha HavYanbHOW CTaauu;

7. ban arpeccopa. B nporpammax obmeHa MrHOBEHHbIMW COOOLIEHUSMK, B
coumarnbHbIX CEeTAX €eCTb BO3MOXHOCTb OIOKMPOBKM OTMApPaBKM COOOLLUEHUA C
ornpeaernieHHbIX agpecos;

8. Ecnn TbI cBugetenb kubepbynnuHra. TBOM OENCTBUSA: BbLICTYNUTb NPOTUB
npecnegosaTens, MokasaTtb €My, 4YTO €ero [OeucTBuUs OLEHUBAlTCH HeraTusBHO,



noagepXaTb XXepTBY, KOTOPOW HY)XHa NCUXONorMyeckas noMoLLb, COOBLNTL B3POCIIbIM
0 (bakTe arpeccmMBHOro NOBEAEHNSA B CETMU.

Mo6unbHbIM TenedoH

CoBpeMeHHble CMapT(OHbl U nNnaHWweTbl cogepxar B cebe BMofHe B3POCIbIN
YHKUMOHAs, 1 Tenepb OHN MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHBIMU KOMMNbIOTEPAMM.
OpHako, cpeacTB 3awmThl AN NOAO6HbLIX YCTPOWCTB Moka o4YeHb Mano. TecTupoBaHue
N NMOUCK YS3BUMOCTEN B HUX NPOUCXOOMUT He Tak MHTEeHCUBHO, Kak ang K, 1o xxe camoe
KacaeTcsa 1 MOBUNbHbLIX NPUITOXEHNNA.

CoBpeMeHHble MOOUIbHblE Opays3epbl yxe MpakTUYeCcKn [AOorHanuM HacTofbHble
aHanorun, ogHako paclmpeHue yHKUMoHana BneveT 3a cobon 6onbLIY CROXHOCTb U
MEHbLUYH 3aLLULLEHHOCTb.

[laneko He Bce Npon3BOAUTENN BbINyCKalOT OOHOBMEHUS, 3aKpblBalOLME KPUTUYECKNE
YySI3BUMOCTM OS5 CBOUX YCTPOWCTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedgoHa:

Huyero He siBnsieTca no-Hactodwemy 6ecnnaTHbiM. Byab ocTopoxeH, Befb Koraa tebe
npegnaratoT 6ecnnaTtHbIi KOHTEHT, B HEM MOTYyT OblTb CKPbITbl KakMe-TO nraTHble
yCnyru;

Hdyman, npexage yem otnpaButb SMS, ¢oTO Mnn Bnaeo. Tbl TOYHO 3HaELlb, F4e OHU
OyayT B KOHEYHOM uTore?

Heobxoanmo 06HOBNATL ONEpPALNOHHY CUCTEMY TBOEFO CMapTOHa;

Ncnonb3yi aHTMBUPYCHbIE NporpamMmmbl 4nst MOBUNbHbLIX TeNedOHOB;

He 3arpyxan nNpunoxeHms OT HEM3BECTHOrO MCTOYHWKA, BEAb OHWU MOryT cogepxaTtb
BpedOHOCHOE nporpaMmMHoe obecneyeHmne;

[Mocne Toro kKak Tbl BbIMAEWb C calTa, rge BBOAMI NUMYHYKO MHoOpMauumo, 3angm B
HacTponku Bbpaysepa n yganu cookies;

Mepuoamyeckn NpoBepsiv, Kakme nnaTHbIE YCNyrM akTMBMPOBaHbl Ha TBOEM HOMEPE;
[aBan cBo HOMepP MOBUMBHOroO TenedoHa TOMbKO NMIOASAM, KOTOPbIX Thl 3HAELLb U KOMY
AoBepseLLb;

Bluetooth gormkeH 6bITb BbIKIHOYEH, KOrda Tbl UM He nosb3yelbes. He 3abbiBan nHoraga
NpoBepPATL 3TO.

Online wvrpbl

CoBpeMEeHHbIE OHMaWH-UrPbl - 3TO KpacO4Hble, 3axBaTbiBalOLLME pPa3BIEYEHMS,
obbeanHsALWME COTHU ThICAY YenoBek No BceMmy Mupy. Vrpokn nccneayoT AaHHbIN UM
Mup, obLlialTcsa Apyr C OpYrom, BbINOSHAKT 3a4aHusi, cpaXarTcss C MOHCTpaMn u
noslyqyaroT onbIT. 3a YyOOBOMBbCTBME OHM MNNATAT: MOKynawT AUCK, OnfadnBatroT
aboHeMeHT nnun npruobpeTaroT Kakme-To Onunn.

Bce aTm cpegctBa mayT Ha noggepxaHwe U pasBuUTUE Urpbl, a TakkKe Ha camy
6€e30MacHOCTb: COBEPLLEHCTBYHTCA CUCTEMbI aBTOPM3aALNK, BbINMYCKAOTCS HOBLIE NMaTyu
(undppoBble 3annaTku Ans NporpamMMm), 3aKpbiBalOTCH YA3BUMOCTU CEPBEPOB.

B nogo6HbIX urpax CTOMT onacaTbCs He CTOSIbKO CBOUX COMEPHUKOB, CKONbKO KpaXku
TBOEro naporsisi, Ha KOTOPOM OCHOBaHa cucTeMa aBTopm3aumm BONbLUMHCTBA UTP.
OcHOBHble cOBETLI N0 6E€30MacHOCTM TBOErO UFPOBOrO akkayHTa:

1. Ecnn gpyron urpok Beget cebs nroxo unm cosgaeT Tebe HeNpUATHOCTU, 3abriokupym
€ro B CMMCKe UrPOKOB;

2. Tloxanynca agMuvHUCTpaTopaMm Wrpbl Ha nMfoxoe noBefeHMe 3TOro Urpoka,
XXenatenbHO NPUMOXUTb KakMe-TO JoKa3aTenbCTBa B BUAE CKPUHOB,

3. He ykasbiBayn Nn4Hy0 MHGOpMaLmIo B npodanne urpsbl;

4. YBaxan gpyrnx y4acTHUKOB MO Urpe;

5. He yctaHaBnvBam HeomumnanbHble naTtin n Moapl;

6. cnonb3yn cnoxHble U pasHble Naponu;

7. Jaxe BO BpeMs Urpbl HE CTOUT OTKMKOYaTb aHTMBMpYC. [loka Tbl Urpaellb, TBOW
KOMMbOTEP MOTYT 3apasnTb.



PULINHT NN Kpaxka NNYHBIX aHHbIX

OObI4HOM Kpaxen [OeHer M [OKYMEHTOB CEerofHsl YXe HUKOro He yauBULLb, HO C
pPas3BUTUEM WHTEPHET-TEXHOMOMN 3MOYMbILUIIEHHUKN NEPEMECTUNUCE B UHTEPHET, U
nNpogosmKakT 3aHMMaTbes "nobumesiM" genom.

Tak nosiBUNacb HoBasi yrpo3a: UHTEPHET-MOLLUEHHNYECTBA U (DULLKHT, FMaBHas Lernb
KOTOPOro COCTOUT B MOSIyYEHUN KOHMPMAEHUMANbHbIX AaHHbIX Monb3oBaTenen -
norvHoB 1 napornen. Ha aHrnuickom asbike phishing untaeTca kak dpuwmHr (ot fishing -
pblbHas noens, password - naposb).

OcHoBHble coBeTbl N0 6opbbe ¢ PULLMHIOM:

1. Cnegn 3a cBOMM akkayHTOM. Ecnu Tbl nogospeBaellb, YTO TBOA aHkeTa 6bina
B3riOMaHa, To Heob6xoAMMO 3abroknpoBaTh ee 1 coobLMTbL agMUHUCTPaTOpaM pecypca
00 3TOM Kak MOXHO CKOpee;

2. Wcnonb3ynm 6Ge3onacHble BebG-canTbl, B TOM 4WUCE, WHTEPHET-mMarasvHOB W
MOWCKOBbIX CUCTEM,;

3. Vicnonb3yn cnoxHbele 1 pasHble naponu. Takum obpasom, ecnn T1eba B3nomatoT, TO
310YMBbILLMEHHMKWN MornyYaT JOCTYN TOMbKO K OAHOMY TBOEMY MPOUIIIO B CETU, @ HE KO
BCEM;

4. Ecnn 1eba B3nomanu, TO HeobGXoAMMO npefynpeauTb BCEX CBOMX 3HAKOMbIX,
KoTopble gobasrieHbl y Teba B Apy3bsX, O TOM, YTO Tebs B3nomanu u, BO3MOXHO, OT
TBOEro MMeHn ByaeT paccbifiaTbCsa Cnam M CCbIfIKM Ha PULLNHIOBbIE CalTbl;

5. YctaHoBu HagexHbin naponb (PIN) Ha MOBUnbHbLIN TenedoH;

6. OTKNOYKN coxpaHeHue napons B bpayaepe;

7. He oTkpbiBan channbl 1 gpyrme BrOXKEHUS B NMUCbMaX, OaXe €CrM OHWU MpULnun ot
TBOMX ApYy3en. Jlyylle yToOYHM Yy HUX, OTNPaBASann N oHn Tebe aTn pansnbi.

Lincpposas penytauns

Lindposas penyTtaums - 3T0 HeratMBHasi Unv NO3MTMBHasA MHopMaunsa B ceTu o Tebe.
KomnpomeTupytowaa mnHdpopmaumns, pasMmelieHHas B UHTEPHETE, MOXET CEepbe3HbIM
obpasom oTpasuTbCs Ha TBOEW pearnbHOM Xu3Hu. "Lindposas penytaums" - 370 TBOM
UMUK, KOTOPbIN dhopMupyeTcsa n3 nHgopmauum o Tebe B MHTEPHeTE.

TBOe MecTo XuTenbCcTBa, Yy4yebbl, TBOEe (PMHAHCOBOE MNOSIOXKEHME, OCOBEHHOCTU
XxapakTepa 1 pacckasbl 0 B1IM3KNX - BCE 3TO HakansMBaeTCH B CEeTH.

MHorne nNoapoCTKN NErKOMbICIIEHHO OTHOCATCS K Ny6nukaumm nMYHOW MHgopmaummn B
NHTepHeTe, He NOHMMasi BO3MOXHbIX NOCNEeACTBUA. Thl Aa)e HE CMOXEeLUb 4orafgaTbCs
0 TOM, 4YTO poTorpadusi, pasmeLleHHas 5 neT Hasag, ctana NPMYMHON OTKa3a NPUHATb
Tebsa Ha paborTy.

KommeHTapuu, pasmelleHne TBoux doTtorpacduii u gpyrme OencTtBus MOryT He
MCYE3HYTb Jaxe nocrie Toro, Kak Tbl UX yaanuwb. Tbl HE 3Haelb, KTO COXpaHUI aTy
WHpopmauuio, nonana N OHa B MOUCKOBbIE CUCTEMbI M COXpaHunacb M OHa, a
rmaBHoOe: 4YTO noaymalrT O Tebe okpyxarwlme Nan, KoTopble HauayT U yBUAOAT 3TO.
Hantn nHgpopmaumto MHOro fieT CnycTta CMOXeT NMobon - kak M3 4obpbix NodyxaeHun,
Tak U C HAMEPEHMEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YrogHo.

OcCHOBHbIE COBETLI NO 3aLMTE LNMPPOBON penyTaLmm:

1. NMogyman, npexge 4Yem 4T0-TO NybrvkoBaTb M NepefaBaTb y cebda B Grore vnu B
counarnbHoOu ceTu;

2. B HacTpowkax npocmns ycTaHOBM OrpaHNYeHnst Ha NPOCMOTP TBOEro NpPounsa n ero
codepXXMMoro, caernan ero Tofnbko "ans apysen';

3. He pasmelwan n He ykasbiBan MHOPMaLMIO, KOTOpasa MOXeET KOro-nmbo ockopbnatb
nnNn obmxaThb.

ABTOpCKOE npaBo

CoBpeMeHHbIe LIKOMBbHUKN - aKTUBHblE MNONb30BaTENM ULMUEQPOBOro MNPOCTPaHCTBA.
OpaHako faneko He Bce 3HatOT, YTO NOSb30BaHME MHOMMMU BO3MOXHOCTSAMU LMGPOBOro
Mupa TpebyeT cobniogeHnsa npaB Ha UHTENNEKTyarnbHy COBCTBEHHOCTb.



TepMuH "mHTennekTyanbHaad COOCTBEHHOCTL" OTHOCUTCA K Pa3fiMyHbIM TBOPEHUSIM
4YenoBEYEeCKOro yma, HadvMHas C HOBbIX K306peTeHu U 3HakoB, OBO3Ha4aroLLMX
COOCTBEHHOCTb Ha NPOAYKTbI WM YCIyrM, W 3akaH4YMBasi KHuramu, doTtorpadpumsamu,
KMHOOUIbMaMn 1 My3blKanbHbIMU MPON3BESEHNAMN.
ABTOpPCKME NpaBa - 3TO NpaBa Ha UHTENNEeKTyanbHyt0 COOCTBEHHOCTb Ha NPOUN3BEAEHMS
HayKku, nutepaTtypbl U UCKycCcTBa. ABTOPCKME MpaBa BbICTYNalT B Ka4eCcTBe rapaHTum
TOro, YTO MHTENNEKTYanbHbIN/TBOPYECKUI TPYA aBTOpa He ByaeT HanpacHbIM, 4acT eMy
crnpaBefsiMBble BO3MOXHOCTW 3apaboTaTb Ha pesynbTaTax CBOero Tpyda, NosyunTb
N3BECTHOCTb 1 NpusHaHmne. HukTo 6e3 paspelueHns aBTopa He MOXeT BOCNPOU3BOANTb
ero npovssefeHne, pacnpocTpaHATb, MNy6fMYHO [AeMOHCTpupoBaThb, MNpoAaBaThb,
MMNOPTUPOBATb, MyckaTb B MpokaTt, NyonmMyHO WCMOMHATb, NOKa3biBaTb/UCMOMNHATE B
adupe unu pasmelyatb B IHTepHeTe.
Ncnonb3oBaHue "nupatckoro” nporpammMHoro obecnevyeHms MoXeT NPUBECTU K MHOMMM
puckam: OT NOTepu AaHHbIX K TBOUM akkayHTam 40 6nOKMPOBKM TBOErO YCTPOUCTBA, rae
yCTaHOBMEHa HerneranbHasa nporpamma. He ctouT Takke 3abbiBaTb, YTO CYyLLECTBYIOT
neranbHble 1 6ecnnaTHble NPorpaMmbl, KOTOPbIE MOXHO HAaNUTWN B CETU.
O nopTtane
CeTeBUYOK.ph - TBOM rNaBHbIA COBETYMK B CeTU. 34ecCb Thbl MOXeEWb Yy3HaTb O
BGe3onacHOCTM B CEeTU MOHATHbIM W OOCTYMHbIM A3bIKOM, a MpU BO3HUKHOBEHWUN
KPUTUYECKON cuTyaumm obpaTuTbCA 3a COBETOM. A Takke MNPUHATb yvacTue B
KOHKypCax 1 ctaTb caMbiM UUAPOBLIM rpaxkgaHMHOM!

Mpunoxexne N 3
NAMATKA Ons POOUTENEN OB MH®OPMALIMOHHOWN BE3OMNACHOCTU OETEN
OnpegeneHne TepmuHa "MHpopmauMoHHaa ©e3onacHOCTb OeTen" coaepxuTca B
®epepanbHoMm 3akoHe N 436-®3 "O szawmte geten OT MHOPMaUMN, NPUHNHAIOLLEN
Bped UX 340POBb0 M pasBuUTUIO", perynupyroLmmMm OTHOLLIEHUS, CBA3aHHbIE C 3alLnTOMn
aeten ot uHoOpMauuu, NPUYUHAKOWEN Bped WX 340pOBb0 U (MNKN) PasBUTULO.
CornacHo gaHHOMY 3akoHY "MHopMaUMoHHas 6e30nacHOCTbL eTen" - 3TO COCTOSAHUE
3alMLULEHHOCTN, MPU  KOTOPOM OTCYTCTBYET PUCK, CBSA3AHHLIN C MNPUYUHEHNEM
MHopMaumnen Bpena ux 34opoBbto U (M) PU3NYECKOMY, NCUXNYECKOMY, AYXOBHOMY,
HPaBCTBEHHOMY Pa3BUTUIO.
B cuny ®epepanbHoro 3akoHa N 436-O®3 wuHdopmauumen, npuyYMHSAOLWEN Bpen
340pOBbIO U (UNN) Pa3BUTUIO AeTeN, SBMSETCA:
1. HOpMauums, 3anpeLLeHHas onsa pacnpocTpaHeHNa cpeaun aeTen;
2. HcopmaLms, pacnpocTpaHeHne KOTOPOW OrpaHNYeHo cpean aeTen onpeneneHHbIX
BO3pPaCTHbIX KaTeropun.
3. K nHhopmaummn, sanpeLleHHon ansa pacnpocTpaHeHus cpeau geTen, OTHOCUTCS:
4. vHdopmauusa, nobyxgawwas OeTen K COBEPLUEHUIO AENCTBUIA, NpencTaBnsOLMX
Yrpo3y WX XWU3HW U (UNK) 300POBbLI0, B T.4. MPUYNHEHUIO Bpeda CBOEMY 3[0POBLHO,
camoybunncray;
5. cnocobHOCTb BbI3BaTb Y OeTen >XenaHue ynoTpebuTb HapkoTMYeckue cpeacTsa,
NMCUXOTPOMNHbIE W (MNK) ogypMaHMBalLWMe BellecTBa, TabauyHble wu3genus,
ankorosfibHyt 1 CNUpTOCOoAepXallyto NpoayKUMo, MMBO M HANWUTKW, U3roTaBnnBaemMble
Ha ero OCHOBE; MPWHATb yyacTue B asapTHbIX Urpax, 3aHUMaTbCs MPOCTUTYUMERN,
OpOASKHNYECTBOM UM NONPOLLIANHUYECTBOM;
6. obocHoBbIBalWas wnu onpasablBalWwas AONYCTUMOCTb Hacunua u - (unwu)
XectokoctTn nmbo nobyxaarwaa OCyWweCcTBNATb HACUNbCTBEHHblIE AENCTBUS MO
OTHOLLEHMIO K JNIOASM U XXUBOTHbIM;
7. oTpuuaroLwasa ceMenHble LEeHHOCTU U (bopMUpYIOLLAa HeyBaXKeHWe K poauTensm m
(Mnn) opyrMm YneHam cembM;
8. onpaeabiBatoLLasi NPOTMBONPaBHOE NOBeAEHNE;
9. cogepxallas HeueH3ypHYyHo BpaHb;



10. cogepxawas MHpopmaumio NopHorpadonyecKoro xapakrepa.

K vHdopmaumn, pacnpoctpaHeHMe KOTOPOU OrpaHNYeHo cpean geTten onpeaeneHHoro
BO3pacTa, OTHOCUTCS:

1. MHOopMaLmsa, npeacTaBnsemMas B BuAae U300paXeHUs UM ONUCaHUS KEeCTOKOCTH,
dumamyeckoro - (MNK)  NCUXMYECKOTO  Hacumnus, MNPecTynfieHns UM UHOro
aHTUOOLLEeCTBEHHOrO AENCTBUS;

2. BbI3blBaKOLWas y AeTen cTpax, yxac Unu naHuky, B T.4. npeacraBndemas B Buge
N306paxeHns MNn OnNucCaHua B YHWXKaIOLWeENn YernoBeyeckoe [OOCTOMHCTBO dhopme
HEeHacunbCTBEHHOW CMepTW, 3aboneBaHus, camMoyObMNCTBA, HECYaCTHOro cry4as,
aBapuu nnu katactpodbl 1 (UKN) UX NOCNEACTBUN;

3. npeacrtaBnsemas B BUAe M300paKeHUs UNn ONMCaHUsA NOSIOBbIX OTHOLUEHUA MeXAay
MY>KYMHOW U XKEHLLMHON;

4. cogepxalias OpaHHble crnoBa W BblpaXeHWsl, HEe OTHOCALUMECH K HEeLEeH3ypHOW
BpaHw.

C yuyetom atoro Bam npegnaratotcs npasuna paboTtbl B cetn WHTepHeT ans
pasnU4YHbIX BO3PAaCTHbIX KaTeropuin, cobngeHne KOTOopblIX MO3BONUT obecneynTb
MHOPMaLUNOHHYO 6e30NacHOCTb BalUnX OETEN.

O6Lwwme npasuna ansa poautenen

1. HesaBucumo oT Bo3pacta pebeHka wucnonb3ymTe nporpammHoe obecneyeHue,
nomMmorarLiee uUNbTpoBaTb M KOHTPONMpoBaTb MHOpMaLMO, HO He nonaramTecb
NOJSTHOCTBIO Ha Hero. Balwe BHUMaHue K pebeHky - rmaBHbI MeTo 3aLLmThl.

2. Ecnn Baw pebeHOK uMeeT akkayHT Ha OAHOM U3 couuManbHbIX CEepBUCOB
(Livedournal, blogs.mail.ru, vkontakte.ru wn T.n.), BHMMaTenbHO Wu3y4YnTe, KaKyro
MHpopMauunio NomMeLlarT ero y4yacTHUMKM B CBOMX Mpodunax wm 6riorax, BKo4Yas
doTorpacmm n Bugeo.

3. lpoBepbTe, C KakMMuU OpyrMMW canWTamu CBS3aH couumanbHbli cepBuc Baluero
pebeHka. CTtpaHudkM Bawero pebeHka MoryT OblTb 6e3onacHbiMW, HO MOTYT W
cofepXaTtb CCbIIIKM Ha HexenaTesnbHble U ONacHble canTbl (HanpuMep, NOPHOCaNT, UNn
canT, Ha KOTOPOM Apyr yroMuHaeT Homep coToBoro TernedoHa Bawero pebeHka mnnm
Baw gomawHmnn agpec)

4. MNoowpsante Bawwunx geten coodbiatb 000 BCEM CTPAHHOM U OTTaNKMBalLEM N HE
CMMLLKOM OCTPO pearnpymnTe, Korga OHu 3To AenatoT (M3-3a onaceHuss NoTepsiTb A4OCTYN
K WHTepHeTy OeTu He roBOpAT poauTensaMm O npobnemax, a Takke MOryT HadaTb
ncnonb3oBaTb VIHTEpHET BHE AOMa W LLKOSbI).

5. byabTe B Kypce ceTeBou xu3Hn Bawero pebeHka. IHTepecymnTechb, KTO UX Opy3bs B
NHTepHeT Tak Xe, Kak MHTepecyeTecb peasibHbIMU APY3bsMU.

BospacTt o1 7 oo 8 net

B MIHTepHeTe pebeHoKk cTapaeTcsl NOCETUTb T€ UMN UHbIE CalTbl, @ BO3MOXHO U YaTbl,
paspelleHne Ha MocCelleHne KOTopbIX OH He nonyydun 6bl oT poautenen. oatomy
poauTensamMm ocobeHHO nonesHbl OyayT Te OT4eTbl, KOTOpble MNpPefoCTaBnsTCA
nporpaMmamMn no OrpaHn4yeHuto ucnonb3oBaHns WHTepHeTa, T.e. Pogutenbckui
KOHTPOSb UIK TO, YTO Bbl CMOXeTe yBUAETb BO BpeEMeHHbIX ¢hannax. B pesynbrarte, y
pebeHka He OyaeT OWyLeHUs, YTO 3a HUM BedeTCs MOCTOSIHHbIA KOHTPOSb, OAHAaKo,
poautenu 6yoyT no-npexHemy 3HaTb, KakMe canTbl nocewaet ux pebeHok. [etn B
AaHHOM Bo3pacTe ob6nagalwT CUbHbIM YyBCTBOM CEMbW, OHW [OOBEPYMBbLI M HEe
COMHeBatoTcs B aBToputeTax. OHu nobAT urpate B ceTeBbIE Urpbl 1 NyTeLweCcTBOBaTb
no WHTepHeTy, UCNONb3ys 3NIEKTPOHHYI MOYTY, 3aXOAWTb Ha CaWTbl M 4aTtbl, He
pekoMeHA0BaHHbIE poaUTENAMMU.

CoBeTbl N0 6e3onacHocTh B ceTn VIHTepHeT ana aeten 7 - 8 net

1. Co3ganTe CnMCOK OMaLLHMX NpaBun noceweHnsa VMiHTepHeTa npu yvyactum geTten m
TpebynTe ero BbIMOMHEHNS.



2. Tpebynte oT Bawero pebeHka cobnogeHWss BPEMEHHbIX HOPM HaXOXAEeHUs 3a
KomnbtoTepoM. [okaxuTe pebeHky, 4To Bbl Habnogaete 3a HAM He NoTomy 4Tto Bam
9TO xo4eTcs, a noTomy 4YTo Bbl Gecnokontecb 0 ero 6e3onacHOCTM U Bceraa rotosbl
€My NoMOYb.

3. KomnbloTep ¢ nogkntoveHmemM K VIHTepHeTy AoSmkeH HaxoamTbes B obLuen KomHaTte
nos NPUCMOTPOM poauUTESIEN.

4. VicnonbayinTe cneumanbHble AeTCKUe NOMCKOBbIE MaLUWHBI.

5. Nicnonb3ynTe cpeactea 6NokKMpoBaHUSA HEXenaTerbHOro KOHTEHTa Kak [OMOSIHEHNE
K CTaHOapTHOMY PoauTensckoMy KOHTPOJTH.

6. Co3pganTte ceMenHbl SNEKTPOHHbBIA SALWMK, YTOObI HE NO3BONUTL AETAM WUMETb
cobcTBEHHbIE agpeca.

7. bnokupynte goctyn K cantam ¢ 6ecnnaTtHbIMX NMOYTOBbIMU SLLMKAMW C MOMOLLLHO
COOTBETCTBYIOLLErO NPOrpaMmMHoOro obecneveHus.

8. lpuyunte peten coBeToBaTbCcsa C Bamu nepen onybnukoBaHuem Kakom-nnbo
MHoOpMaUUN cpeacTtBaMyn 3NEKTPOHHOM MOMTbI, 4aToOB, PErucTpauuoHHbIX QOpM W
npodgunen.

9. Hayuute peten He 3arpyxaTb pannbl, nporpammbl UnNn My3sblky 6e3 Bawlero
cornacus.

10. He paspewante pgetam uUcCnonb3oBaTb CNYXbbl MrHOBeHHoro obmeHa
COOOLLLEHNAMMN.

11. B "benbin" cnncok cantos, paspeLleHHbIX AN NOCELeHUsl, BHOCUTE TOSIbKO CanThbl
C XOpoLUen penyTaunen.

12. He 3abbiBante 6ecepoBatb ¢ geTbMn 06 Mx Apy3bsax B NHTepHeTe, Kak ecrnv Obl
peyb LWa 0 ApY3bsX B peanbHON XU3HW.

13. He penante "taby" 13 BONpOCOB MOfIOBON XWN3HW, Tak Kak B VIHTepHeTe aeTn moryT
Nerko HaTKHYTbCA Ha NopHorpaduio Unn canTsl "ansa B3pocnbIX".

14. Mpuyynte Bawero pebeHka coobwaTtb Bam O NOObIX yrpo3ax wUnu Tpesorax,
cBsA3aHHbIX ¢ MHTepHeToM. OcTaBanTecb CMOKOMHBbIMW U HAanoMHUTE OeTAM, YTO OHU B
BGesonacHoCTM, ecnn camMu pacckasanM BamM O CBOMX TpeBorax. [loxBanute ux wu
NOCOBETYNTE NOOOWTM eLle pa3 B NOAOOHbIX Criyyasix.

Bospact geten ot 9 go 12 net

B naHHOM BO3pacTe OeTw, Kak npaBuio, YXe HacrbllaHbl O TOM, Kakas MHgopMaLums
cywectsyeT B MHTepHeTe. CoBepLUEHHO HOPMasnbHO, YTO OHM XOTAT 3TO YBUAOETD,
npoyecTb, ycnbiwaTb. [pyM 3TOM HY)XHO MNOMHUTb, YTO LOCTYN K HexenaTesfbHbIM
MatepmanamMm MOXHO nerko 3abnokupoBaTb MpuM nomMowm cpencts Poautensckoro
KOHTPONS.

CoBeTbl No 6e3onacHocTn ans geten ot 9 oo 12 net

1. Cosgante cnMcok goMalLHMX NpaBun noceweHus VIHTepHeT npu yvyacTum OeTen u
TpebynTe ero BbIMOMHEHNS.

2. Tpebynte oT Bawero pebeHka cobnogeHnsi HOpM HaxoXO4eHUS 332 KOMMNbIOTEPOM.

3. Habnogante 3a pebeHkoMm npu paboTe 3a KOMMbIOTEPOM, NOKaXuTe emy, 4To Bbl
Becnokoutechb 0 ero 6e30nacHOCTM 1 BCeraa rotoBbl OKa3aTb €My NOMOLLb.

4. KomnbloTep ¢ nogknoveHnem B VIHTEpHeET A0/mMKeH HaxoguTbes B obuien KomHaTte
nog NPUCMOTPOM PoaUTESEN.

5. Ncnonb3ynTe cpencrtea 6NOKMPOBaHUS HEXeNnaTenbHOro KOHTEHTa KakK LOMOSHEHne
K cTaHOapTHOMY PoauTensckoMy KOHTPOITHO.

6. He 3abbiBanTe npuHUMaTb HENOCPEACTBEHHOE Yy4yacTue B XWU3HU pebeHka,
B6ecepoBaTb C 4eTbMu 06 UX Apy3bsax B VIHTepHeTe.

7. HactamBante, 4tOObl OE€TW HUKOrga He cornawanucb Ha JIMYHblE BCTpeYn C
Apy3bamu no HTepHeTy.

8. lMos3Bonante OeTtaM 3axoauTb TONMbKO Ha canTbl M3 "Benoro" cnucka, KOTOpbIn
cosganTte BMeCTe C HAMM.



9. lpuyunte pgeTenM HUKOrda He BblgaBaTb JNUYHYKO WHOpMaUMo cpeacTesamm
SNEKTPOHHOM  MNOYTbl, 4aTOB, CUCTEM MrHOBEHHOro oObMeHa CcoobLeHnamu,
PErnCTPaunoHHbIX (POPM, NUYHBIX MPOdUNIEn M NpU perncTpauum Ha KOHKYpCbl B
NHTepHeTe.

10. MNpuyunte peten He 3arpyxaTb nporpammbl 6e3 Bawero paspewennda. Ob6bscHUTe
MM, YTO OHM MOFYT CIy4YalHO 3arpysnTb BUPYCbl WNW OpYyroe HexenatenbHoe
nporpamMmmHoe obecneveHue.

11. CospganTte Bawemy pebeHKy OorpaHuMYeHHyK YYeTHYK 3anucb And paboTbl Ha
KOMMblOTEPE.

12. lMpuyunte Bawero pebeHka coobwatb BaM O mnbbIX yrpo3ax unm Tpesorax,
cBsA3aHHbIX C NHTepHeTOM. HanomHuTe getsam, 4To oHM B 6e3onacHOCTKU, ecrniv camu
pacckasanu Bam O CBOMX TpeBorax u onaceHusx.

13. PacckaxuTe getsam o nopHorpadum B NHTepHeTe.

14. HacrtamBamte Ha TOM, 4TOObI [€TM MNpefocTaBnanM BamM AOCTYN K CBOEN
9NEKTPOHHOM NoYTe, YTObbI Bbl YOEANNNChb, YTO OHM He 0BLLaTCA C HE3HaKOMUaMM.
15. OObACHUTE [eTsaM, 4YTO Henb3d UCMonb3oBaTb CeTb AN XYNUraHcTBa,
pacnpocTpaHeHns CnieTeH unmn yrpoa.

Bospact geten ot 13 go 17 nert

B aTom BO3pacTe MOApPOCTKM aKTUBHO MCMOMb3YHT NMOUCKOBbLIE MalUWHbI, MOSb3YHTCS
3NEKTPOHHOM MNOYTON, cnyx6amu MrHoBeHHOro obmeHa CcoobLWEeHMsAMN, CKayMBaroT
My3blky U punbmbl. Manbynkam B 3TOM BO3pacTte Gonblle Mo HpaBy cMmeTaTb Bce
OrpaHMYeHunsi, OHN XaxayT rpyboro oMopa, asapTHbIX UrP, KAPTMHOK "Ans B3pocnbIX".
[eBoykn npegnouymTaloT obuwatbCa B 4aTax, MNpuM 3TOM OHM ropa3go 6Gonee
YyBCTBUTENbHbI K CEKCyarbHbIM JoMoratenscrBam B IHTepHeTe.

3avacTyo B JaHHOM BO3pacTe poaMTENsIM yxKe BECbMa CITOXXHO KOHTPONIMPOBATbL CBOMX
aeTen, Tak kKak 06 VIHTEpHETE OHM yXXe 3HAKT 3HAYNTENBbHO BONbLLE CBOMX POAUTENEN.
Tem He MeHee, He oTnyckanTe pgeten B "cBobogHoe nnasaHue" no WHTepHeTy.
CTrapanTecb akTMBHO y4yacTBoBaTbh B 00LieHn pebeHka B VIHTepHeTe.

BaxHo no-npexHemy cTporo cobnogate npaBuna WMHTepHeT-Ge3onacHocT -
cornawleHune mexay pogutensamu n getbMu. Kpome T0ro, He06XxoanMMO Kak MOXHO Yalle
npocmaTtpuBaTtb OT4eTbl O AesTenbHocTn geten B WHTepHeTe. CneagyeT obpaTtuTb
BHMMaHMEe Ha HeobXoOMMOCTb COAEepXaHWA pPOAUTENbCKMX naponen (naponen
aAMWHNCTPaTOPOB) B CTPOroM cekpeTe M 00paTuTb BHMMaHME Ha CTPOroCTb 3ITUX
naponeu.

CoBeTbl N0 6e3onacHoCcTM B 3TOM Bo3pacTte oT 13 go 17 net

1. Cospgante CNMCOK AOMAalUHMX npaBun noceleHna WHTepHeTa npu  yyactuum
nogpocTkoB n Tpebynte 6Ge3ycrnoBHOro ero BbinosiHeHusi. OBroBopute C¢ pebeHkoMm
CMMCOK 3anpelleHHbIX canToB ("JyepHblM cnmcok"), 4acbl paboTbl B VIHTepHeTe,
PYKOBOZCTBO MO 06LeHnto B IHTepHeTe (B TOM Yucne B 4aTax).

2. KomnbloTep ¢ nogknoyeHnem K ceTun VIHTepHeT [OofmKeH HaxoauTbCa B obuien
KOMHaTe.

3. He 3abbiBante GecenoBaTb ¢ 4eTbMn 06 ux apy3bsax B IHTEpHETE, O TOM, YEM OHM
3aHATblI TakuM obpasom, ByaTo pedb naeT o Apy3bsax B peanbHOM Xu3Hu. Cnpawmveante
0 noasax, ¢ KoTopbiMM AeTn obwiatTcs nocpencTBOM criyk6 MrHoBeHHOro obmeHa
coobueHnamMmM, 4Tobbl yoeanTbCa, YTo 3TK NoaN UM 3HAKOMBbI.

4. Ncnonb3ynTte cpeacTtBa B6MOKMPOBaAHUSA HEXeNnaTenbHOr0 KOHTEHTA Kak LONOSTHEHUe
K cTaHOapTHOMY PoantenbCKOMy KOHTPOSO.

5. Heobxogumo 3HaTtb, KakMmu 4atamum nonb3yotrca Bawwn petu. [lMoowpsante
MCnonb3oBaHMe MoAepupyeMbiX YaTOB M HacTamBanTe, 4YToObl AeTu He obwanuich B
NPYBaTHOM pPEXMME.

6. HactamBanTte Ha ToM, 4YTOObI A€TWM HUKOr4a He BCTpeYanucb NIMYHO C APY3bSMU U3
cetn IHTepHerT.



7. Tlpuyyute peten He BbldaBaTb CBOKW JUYHYIO UWHAOPMaUUo cpencTBamu
SNEKTPOHHOM  MNOYTbl, 4aTOB, CUCTEM MFHOBEHHOro ObMeHa coobLeHnamu,
PerncTpaunoHHbIX QOPM, IUYHbLIX Mpodunen U Npu pernctTpaumm Ha KOHKYpCbl B
NHTepHeTe.

8. Mpuyunte geten He 3arpyxatb nporpammbl 6e3 Bawero paspewenus. O6bAcCHUTE
MM, YTO OHM MOFYT CIy4YalHO 3arpysnTb BUPYCbl WNW OpYyroe HexenatenbHoe
nporpamMmmHoe obecneveHue.

9. lMpuyunte Bawero pebeHka coobwatb BaMm O nNOObLIX yrpo3ax WUNu TpeBorax,
cBsi3aHHbIX C NHTepHeTOM. HanomHuTe getam, 4To oHM B 6e30macHOCTWU, ecnu camm
pacckasanu Bam, O CBOMX Yyrposax unu TtpeBorax. [loxBanute ux M NOCOBETyWTEe
noaonTn eLle pa3 B NogobHbIX cryvasix.

10. Pacckaxute getsam o nopHorpagpum B NHTepHeTe. NMomMornte Mm 3alnMTUTLCA OT
cnama. HayumTe noapocTKOB He BbldaBaTb B VIHTepHeTe CBoero pearbHOro
SNEKTPOHHOro agpeca, He OoTBeYyaTb Ha HexenaTernbHble NUCbMa W UCNOSb30BaTb
crneunasbHble NOYTOBblE PUMBTPDI.

11. Mpuy4unte cebsa 3HaKOMUTBLCSA C cCanTaMn, KOTopble NOCeLLaT NOAPOCTKM.

12. Hayunte geten yBaxaTb ApPYrux B UHTepHeTe. YbeamTecb, YTO OHU 3HAKOT O TOM,
4YTO MpaBura XopoLlero noBeaeHUst AEUCTBYIOT Be3[e - JaXe B BUPTyanbHOM MUpe.

13. OObAcHUTE [eTsaM, 4YTO HM B KOeM clnyyae Henb3s ucnosnb3oBaTb CeTb Ans
XyIMraHcTBa, pacrnpocTpaHeHUs CnieTeH unu yrpo3 Apyrum Nioasm.

14. ObcyguTte c nogpocTkamy npobnemMbl CeTeBbIX a3apTHbIX UMP U UX BO3MOXHbIN
puck. HanoMmHuTe, 4TO AETN HEe MOTYT UrpaTb B 9TU UrPbl COrMAacHO 3aKOHY.

[MocTOsIHHO KOHTponupynTe wucnonb3oBaHue WIHTepHeTa Bawwum pebeHkom! 3To He
HapylleHne ero NUYHOro MPOCTPaHCTBa, a Mepa NPefoCTOPOXHOCTU U MPOsiBrieHne
Bawen poantenbckon oTBETCTBEHHOCTU U 3a00Thl.



